Postup pre update ORP FW cez servisnu aplikaciu

V dokumente je postup ako aktualizovat firmvér v ORP od spoloc¢nosti Diebold Nixdorf.

Upozoriiujeme pouzivatelov, Zze nahratie nespravnej verzie alebo konfigurdcie méze sposobit
znefunkénenie ORP pokladnice. Preto odporuc¢ame pred aktualizaciou kontaktovat dodavatela ORP

pokladnice a ziskat spravnu verziu firmvéru a aj servisnej aplikdcie.

Potrebné subory
Servisna aplikacia:

Balik s podpisanou verziou firmvéru

1. Servisnu aplikaciu a aj firmvér rozbalime do adresara C:\Temp

2. Spustime servisnu aplikaciu

3. Komunikacny port otvorime stlacenim tlacidla ,,Open”

COM4 - 115200

Check Printer

Restart Printer

Training On/Off

& DN Application for ORP
Main  Receipt Parameters
Open
Close / Exit
Config UPOS

Payment media

Firrnware: -
Printer firmware: -
POSID: -

System time: -
Module time: -
Cover open: -
Paper empty: -
Training mode: -

Drawer opened: -

DN
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Set Date MemMearFull confirm required: -
Test Display CertMearExp confirm required: -
Upload Logo MAC: -
Hostname: -
Confirm Storage Warning | Offline msgs: - Update
Confirm Cert Expiration | Certificate expir. [days]: -
Free space [B]: -
Print unsent queue EKasa online: - Update
Send unsent queue SWD: -
Read Info
Binary Image
Update FW DiskFree Processes
Disconnected vb5
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4. Potom sta¢ime ,Read Info”

COM4 - 115200
Check Printer

Restart Printer

Training On/Off
Set Date
Test Display

Uplead Lege

Cenfirm Storage Warn

Print unsent queue

Send unsent queue

Binary Image

Update FW

Connected

= DM Application fo
Main  Receipt Parameters
Open
Close / Exit
Config UPOS

Confirm Cert Expiration

ORP - O
Payment media

Firmware: 5.0.01.17

Printer firmware: -

POSID: -

Systern tirne: 09.04.2021 10:15
Medule time: 09.04.2021 10:15
Cover open: -

Paper empty: -

Training mode: -

Drawer opened: -

MemMNearFull confirm required: -

CertMearExp confirm required: -

MAC: -
Hostname: -
ing | Offline msgs: - Update
Certificate expir. [days]: -
Free space [B]: -
EKasa online: - Update
SWID: -
Read Info
DiskFree Processes
vb5

5. Skontrolujeme verziu FW v Casti Firmware:

P6vodna verzia FW by mala byt 5.00.01.15 a vyssil Ak to tak nie je, potrebné je zvolit iny postup,
v opac¢nom pripade moze déjst k nefunkénosti samotného ORP modulu!

Vv

& DN Application
Main  Receipt Para
Open
Close / Exit
Config UPOS

COM4 - 115200

for ORP - O

meters  Payment media

Firmware: 5.0.01.17 P1.3C1.3
Printer firmware: 01.11

POS ID: 88812343672900001
Systern tirne: 09.04.2021 10:20

Module time: 09.04,2021 10:20
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6. Skontrolujeme neodoslané offline transakcie - v ¢asti Offline msgs:

b=h Annlication far CIRE — O

= L D Catio or L

Main  Receipt Parameters Payment media

Open

Close / Exit

Cenfig UPOS

COM4 - 115200
Check Printer

Restart Printer

Training On/Off

Firmware: 3.0.01.17 P1.3C1.3
Printer firmware: 01,11

POS ID: 88812345673900001
Systemn tirne: 09.04.2021 10:20
Module tirme: 09.04.2021 10:20
Cover open: 0

Paper empty: 0

Training mode: O

Drawer opened: 0

Set Date MemMearFull confirm required: 0
Test Display CertMearExp confirm required: 0
Upload Logo MAC:
Hostname: chdul02d20740f1b3
Confirm Storage Warning | Offline msgs: 0 Update

Cenfirm Cert Expiration Certificate expir, [days]: 611
Free space [B]: 23460229120
Print unsent queue EKasa online: 1 Update
Send unsent queue SWID: e2178cTaa2d2c146..,
Read Info
Binary Image
Update FW DiskFree Processes

Done vb3

Ak by tu bolo ¢islo rézne od O (ide o pocet neodoslanych dokladov), tieto doklady je potrebné poslat
cez tlacilo ,Send unsent queue”. Nasledne aktualizaciu stavu vykoname cez tlacidlo ,,Read info”.
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7. Povodny konfigurany subor stiahneme cez zalozku Parameters, cez tlacidlo ,,Get ORP file”

d& DN Application for ORP — O it
Main  Receipt Parameters Payment media

Authentification:

| StoreAuthXML | StoreDXML | Readheader
Fiscal settings:
I
| EUR || kK || 30.126 || Gt | set |
R
Aithm v~ 2dec v |2dec v | Get | Set
Arthm v 2dec v 2dec v | Get | Set |
Aithm v~ 2dec v |2dec v | Get | Set
T
THE. v A v [t || s ]
| ReadXML | | SaveXML | GetAll | SetAll
Network settings:

| o

| || || ReadfromORP |
| | |

| ReadXML | | SaveXML | | Get | Set |
| GetORPfile | UpdateORPfile |
Dene vb5

8. Nechame vybraty prvy riadok a zatlacime tlacidlo ,,OK*

| EUR IEG [ 30126 || Gt || set |

Get ORP file o | st
oo | s
Ch
Arithm PPEKK log file (ppekk.log) /LAN Iose |
T file (cntlm.conf)
NTP confia ile (nip.conf) [ set |
FMSK config file (frmsk.cfg)
I@ PPEKK database (p::nn:kk.d?}) JLAN I se |
Read || setan

| oK | Cancel |

Metwork settings:
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9. Vyberdme adresar C:\Temp

@@ Choose directon

0 » Tento poéitaé » OSDisk (G » temp v O L Prehladavat: temp
Usporiadat + Nowy priecinok SEE
ckumen azov atum upravy yp elkost
=| Dok ty ) MNa Da i T Velk

Obrazky wn_fpsk_data 9.4.2021 9:54 Priecinok siiborov
I Pracovna plochz Movy prieéinok 30.3.2021 11:48 Priecinok siborov
g, 3. 2021 12:36 iefinok s
E Tento poéitac logs 19, 3. 2021 13:36 Priecinok siborov
wn_fpsk_tools 11,2, 2021 %:24 Priecinok siborov

Dokumenty

D Hudba

=] Obrazky

[ Pracovna plochz
_J Priestorové obje
S Stiahnuté sibon
B vides

‘i 0S5Disk (C:)

- MULTIBOOT (D:)

= MULTIBOOT (D) |,

Prieginok:

Wybrat priecinck Zrugit

10. Informdciu o UspeSnom stiahnuti konfigura¢ného suboru vidime v stavovom riadku.

MNetwork settings:
| | DHCP: - PC<-»ORP LAN?
| || | Read from ORP
Read XML Save XML Get Set
Get ORP file Update ORP file
File downloaded and saved as Chtemp\ppekk.json vb5

11. Otvorime stiahnuty subor ppekk.json pomocou vhodného textového editora. Idedlne
Notepad++ (https://github.com/notepad-plus-plus/notepad-plus-
plus/releases/download/v7.9.5/npp.7.9.5.Installer.exe)

Upravime Cast orp_issuer, aby sme tu mali len hodnotu "orp_issuer": {},
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https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v7.9.5/npp.7.9.5.Installer.exe
https://github.com/notepad-plus-plus/notepad-plus-plus/releases/download/v7.9.5/npp.7.9.5.Installer.exe

Pred Upravou:

-]

=]
s L

-]

=1 ™

oo

o L B = o

=1 ™

"offline exp backoff": false,
"offline max period": 3600,
"offline retry period™: €0,
"offline retry threshold": O,
"offline timeout™: 5184000,
"orp issuer™: {
"common name": "e-Kasa SK CA/RSA 03/2018",
"country name™: "CZ",
"organization identifier™: "NTRCZ-26439395",
"organization name": "Prvni certifikadni autorita,
},
"pkp cache size™: 10,
"ppekk trustore™: "data!ppekk_int.jks",
"ppekk trustore pass": "123456",
"gr border™: 4,

Po Uprave:

3 "offline exp backoff": false,
T "offline max period": 3600,
75 "offline retry period": &0,
76 "offline retry threshold": O,
TT "offline timecout"™: 5184000,

"orp issuer": {1},

"pkp_cache size": 10,

"ppekk trustore": "data!ppekk_int.jks",
"ppekk trustore pass": "12345&",

12. Upraveny subor uloZime.
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13. Stlacime tlacidlo ,,Update FW“ na zalozke Main

= DN Application for ORP

—

Main  Receipt Parameters

Open

Cloze / Exit

Config UPOS

COmM4 - 115200

Check Printer

Restart Printer

Training On/Off
Set Date
Test Display

Upload Logo

Confirm Storage Warning

Confirm Cert Expiration

Print unsent queue

Send unsent queue

Binary Image

Update FW

Done

Payment media

Firmware: 3.0.01.17 P1.3C1.3

Printer firmware: 01.11

POS ID: 88812345678900001

System time: 09.04.2021 10:20

Module time: 09,04.2021 10:20

Cover open: 0

Paper empty: 0

Training mode: O

Drawer opened: 0

MemMearFull confirm required: O
CertMearExp confirm required: O
MAC:

Hostname: chdu02d30740f1b3

Offline msgs: 0 Update
Certificate expir, [days]: 611

Free space [B]: 23460229120

EKasa online: 1 Update
SWID: e2178c1aa242c146...

Read Info

DiskFree Processes

vb5

14. Z adresara C:\Temp vyberdme subor napr. ORPSK_FW_FMSKv5 0 01 19-PPEKKv1 3-
CHDUv1_3.zip.signed
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iC

1 » Tento poditad » OSDisk (C:) » temp ~ (¥ Prehladavat: temp
Usporiadat » Nowvy priecinok ==« [
== Dokurnenty () Mazow Datum l.'|pT'ax-}-‘ Typ Velkost
Obrézky ORPSK_FW_FM5Kv5_0_01_19-PPEKKv1_3-.. 31.3.2021 11:06 Sibor SIGNED 10285 kB
[ Pracovna plochz wr_fpsk_data 9.4, 2 .54 Priecinck siborov

A Tento poéitad Mowy prieginck Priecinok siborov
logs Prietinok siborov

== Dokurnenty
D Hudba
=/ Obrazky

wr_fpsk_tools Priecinok suborov

I Pracovna ploche
J Priestorove obje

; Stiahnuté sibon

idea

‘i O5Disk (C:)

- MULTIBOOT (D)

- MULTIBOOT(D:)

MNazov siboru: | ORPSK_FW_FMSKvS_0_01_19-PPEKKy1_3-CHDUW1_3.zip.signed ~| | Signed ZIP files (*.zip.signed)

Otvorit Trugit’

15. Zacne sa proces update a po skonceni sa modul restartuje. Po ukonceni procesu a po stlaceni
hocijakej kldvesy sa cmd okno zatvori.
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16. Po restarte, verziu FW opdtovne skontrolujeme cez tlacidlo Read Info

Po update sa musi zmenit verzia FW na 5.0.01.19!

st

Main  Receipt Parameters Payment media

Open Firmware: 5.0.01.19 P1.3C1.3
Close / Exit Printer firmware: 01.11

POS ID: 88812343672900001

Config UPOS Systemn tirme: 09.04.2021 10:50
COM4 - 115200 Madule time: 09.04,2021 10:50
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17. Do ORP nahrame upraveny konfiguracny stbor cez zalozku Parameters zatlacenim ,,Update ORP

file”

@& DN Application for ORP
Main  Receipt Parameters Payment media

Authentification:

Store Auth XML Store ID XML
Fiscal settings:
LI ]
| EUR IEG || 30.126 |

Arithm 2 dec ~ 2 dec ~

Arithm 2 dec w 2 dec w

Arithm 2 dec ~ 2 dec ~

115200 W
TH230+ ~ BAG3 v
Read XML Save XML
Metwork settings:
| | DHCP: -
| | |
| | |
Read XML Save XML
Get ORP file Update ORP file

Done

Read header

Get Set
Get Set
Get Set
Get Set
Get Set
Get Set
Get Set
Get Set
Get All Set All

PC<-=C0RP LAN?

Read from ORP

Get Set

vb3

18. Nechdme vybraty prvy riadok a zatlac¢ime tlacidlo OK
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Fiscal settings:

N [

|| kK |[30.126 || Gt | set |
Update ORP file X -
Arithm S
Choose

Arithm 5

PPEKE. config (ppekk.json)
PPEKK PEM file (*.pem) /LAN
Tesco proxy file (cntlm.cenf)
NTP canfig file (ntp.conf)
FMSK cenfig file (fmsk.cfg)

Arithm S

S

| BEEC

PPEKK database (ppekk.db) /LAN =
Read Set All
0K || Cancel |
Metwork settings:
19. Vyberieme subor C:\Temp\ppekk.json
i Choose file X
1 » Tento pofitad > OSDisk (C) » temp v | O S Prehladévat: temp
Usporiadat = Movy priecinck = ~ [ o
ckumen azov atum Up\;a\r)r yp elkost
Dek ty " N D T Velk
b Hudba [ ppekijson 9.4,202110:28 Sibor JSON kB
[&=] Obrazky wn_fpsk_data 9.4.20219:54 Prie¢inok stiborov
[ Pracovna plochz Nowy priecinok 30.3.2021 11:48 Priecinok siborov
] Priestorové obje logs 19.3.2021 13:36 Priecinok suborov
‘ Stiahnuté sibor, wr_fpsk_tools 11.2.2021 9:24 Prietinok siborov
B vides
‘o OSDisk (C:)
- MULTIBOOT (Dv)
= MULTIBOOT (D)
_recover
backup
eM Client backu
IMAGES
v
Nszov siboru: | ppekkjson | | PPEKK config file (ppekicjson)
| owert | | zmst |

20. Uspedné nahratie je zndzornené v stavovom riadku.
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Metwork settings:

| | DHCP: - PC<->0ORP LAN?

| Read from ORP

Read XML

Get ORP file

File uploaded successfully

Save XML Get Set

Update ORP file

vb3

21. Prepneme sa do zaloZky Main a zatla¢ime tlacidlo , Restart printer”

&= UIN Applicatio or L

Open

Close / Exit

Config UPOS

COM4 - 115200
Check Printer

Restart Printer

Training On/Off
Set Date
Test Display

Uplead Logo

Confirm Storage Warning

Confirm Cert Expiraticn

Print unsent queue

Send unsent queue

dsy NN Annlication for ORP

Main  Receipt Parameters

— a >

Payment media

Firmware: 3.0.01.17 P1.3C1.3

Printer firmware: 01,11

POS ID: 88812345673900001

Systemn tirne: 09.04.2021 10:43

Module tire: 09.04.2021 10:43

Cover open: 0

Paper empty: 0

Training mode: O

Drawer opened: 0

MemMearFull confirm required: O
CertMearExp confirm required: O
MAC:

Hostname: chdu02d30740f1b3
Offline msgs: 0 Update
Certificate expir, [days]: 611

Free space [B]: 23460229120

EKasa online: 1 Update

SWID: e2178c1aa242c146...

Read Info
Binary Image
Update FW DiskFree Processes
Shutdown/restart request sent vb5
DieboldNixdorf.com
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22. Ndsledne vyberame riadok Kill processes a potvrdime staenim ,,OK”

Trainin

Restart Printer

Paper empty: 0

Restart/shutdown/kill

Choose
Se£| uired: 0
Reboot
Test] Shutdown (FW 5.0.01.06+) fred: 0
Kill processes (FW 5.0.01.14+)
Uplog
oK Cancel flb3
Confirm Storage Warning | Offline msgs: 0 Update
23. Na koniec stla¢ime , Ano“
Kill processes
H Do you really want to kill processes in ORP?
n
I
Uplead Logo | MAC:
Po restarte procesov je modul funkény.
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