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Informacia o kompatibilite internetovych prehliadacov

Informacia je uréena pre darové subjekty, ktoré vyuzivaju portal finanénej spravy (d'alej ,,PFS“). V zaujme
znizenia bezpeénostného rizika planujeme od 31.05.2023 upravu PFS. Touto upravou déjde
k znepristupneniu PFS na starych verziach prehliadacov - tie, ktoré nepodporuju TLS 1.2.

0Od 31.05.2023 portal www.financnasprava.sk uz nebude podporovat zariadenia s verziami Sifrovacieho protokolu
starSimi ako TLS 1.2. Portal bude fungovat na prehliadaCoch kompatibilnych s TLS 1.2. Ak sa zobrazi prazdna
obrazovka, odpori¢ame skontrolovat si pokyny na rieSenie problémov alebo aktualizovat prehliadace,

ak nepodporuju TLS 1.2.

V nasledujucej tabulke st uvedené najbeznejsSie internetové prehliadace. V tabulke su uvedené jednotlivé
prehliadace / operacné systémy s kompatibilitou TLSv1.2 pre najnovsie verzie.

Microsoft Internet Explorer (IE)

Verzia prehliadaéa

Kompatibilita TLS 1.2

Pocitacova a mobilna verzia IE 11

Kompatibilné v predvolenom nastaveni

Pocitacovy |E verzie 8, 9 a 10

Je mozné, pni spusteni v systéme Windows 7 alebo
noviom, ale nie je to predvolené. Systém Windows
Vista a starSie operaéné systémy, ako napriklad
Windows XP,

nie st kompatibilné s TLS 1.2.

Pocitatovy IE verzie 8 a niZdie

Nie je kompatibilny alebo stabilny s TLS 1.2, ak je
verzia OS Windows Vista, XP alebo niz$ia.

Microsoft Edge

Verzia prehliadaéa

Kompatibilita TLS 1.2

Pocitacova a mobilna verzia

Kompatibilné v predvolenom nastaveni

Mozilla Firefox

Verzia prehliadaéa

Kompatibilita TLS 1.2

Firefox 27 a noviie

Kompatibilné v predvolenom nastaveni

Firefox 23 az 26

Je to mozZné, ale nie $tandardne.

Firefox 22 a novie

Nie je kompatibilny so Sifrovanim TLS 1.2 alebo vy38im.

Google Chrome

Verzia prehliadaca

Kompatibilita TLS 1.2

Chrome 38 a novsie

Kompatibilné v predvolenom nastaveni

Chrome 22 a7 37

MoZnost spustenia v systéme Windows Vista alebo
novdom OS, OS X 10.6 alebo noviom OS

Chrome 21 a menegj

Nie je kompatibilny s protokolom TLS 1.2.




Apple Safari

Verzia prehliadaca/OS

Kompatibilita TLS 1.2

Desktop Safari verzie [ a vy3sie pre OS X 109 a
vyssie. Mobilné Safan verzie b a vyssie pre
108 5 a novsi

Kompatibilné v predvolenom nastaveni

Desktop Safari verzie 6 anizSie pre OS X 108 a
nizsie. Mobilné Safan pre 10S 4 a nizSie

Nie je kompatibilny s protokolom TLS 1.2.

Opera

Verzia prehliadac¢a/OS

Kompatibilita TLS 1.2

Opera verzie /7 a novsie

Kompatibilné v predvolenom nastaveni, pri
spusteni v systéme Windows 7 alebo novsom,
ale nie e to predvolené. Systém Windows Vista a
starsie operatné systémy, ako napriklad Windows
XP, nie st kompatibilné s TLS 1.2.

Opera verzie 76 a starsie

Nie je kompatibilny s protokolom TLS 1.2.

Prehliada¢ pre operacny systém Google Android

Verzia operaéného systému Android

Kompatibilita TLS 1.2

Android 9.0 {Lollipop) a novsi

Kompatibilné v predvolenom nastaveni

Android 4 4 (KitKat) az 4 4 4 a nizSie

Nie je kompatibilny s protokolom TLS 1.2

Aktualizacia zabezpecenia - sprievodca kompatibilitou prehliada¢a TLS 1.2.

Kompatibilita s prehliadaémi: TLS 1.2 je predvolene zapnuté v nizSie uvedenych verziach prehliadacov:

—_

)
2) Microsoft EDGE - nativna podpora TLS1.2
3) Google Chrome - verzia 38 a novsie
4) Mozilla Firefox - verzia 27 a novSie
5) Apple Safari - verzia 7 a novsie
6) Opera - verzia 77 a novsie

RieSenie problémov s prehliada¢om: Skontrolujte nastavenia prehliada¢a, aby ste mohli pokraovat v pristupe

k webovému portalu PFS.

Microsoft Internet Explorer:

Microsoft Internet Explorer - verzia 11 a novSie

1) Prejdite na Nastroje - Moznosti internetu — RozSirené (Advanced),

2) 'V Casti Zabezpecenie sa zobrazi zoznam podporovanych protokolov SSL a TLS. Ak je pritomny, zapnite

moznost Pouzit TLS 1.2.




& Internet Properties

General Security Privacy Content Connections Progra

Settings
[[] Enable Enhanced Protected Mode* A
[ Enable Integrated Windows Authentication™

[ Enable native XMLHTTP support

[ Enable SmartScreen Filter

[] usessL 3.0
Use TLS 1.0
M usems 1.1

o £S5 TISITa L]
[J warn if changing between secure and not secure mode
[ warn if POST submittal is redirected to a zone that does n

v
< >
*Takes effect after you restart your computer
Restore advanced settings '
Reset Internet Explorer settings -
Resets Internet Explorer's settings to their default | Recet ..
condition. o

You should only use this if your browser is in an unusable state.

[ o J1 conel | [ 0sly

Obr.1 - Microsoft Internet Explorer

Mozilla Firefox:
1) Do adresného riadka zadajte "about:config",
2) Vyhladajte TLS v paneli vyhladévania,
3) Hodnota security.tls.version.max by mala byt 3 a hodnota security.tls.version.min by mala byt 1.

&« - C @ © Firefox  about:config

Search: O TLS

Preference Name - Status Type Value
devtools.remote.tls-handshake-timeout default integer 10000
gl.use-tls-is-current default integer 0
network.http.spdy.enforce-tls-profile default boolean true
network.http.tls-handshake-timeout default integer 30
network.proxy.proxy_over_tls default boolean true
security.tls.enable_Ortt_data default boolean false
security.tls.insecure_fallback_hosts default string
security.tls.version fallback-limit default integer 3
security.tls.version.max default integer E
security.tls.version.min default integer 1
services.sync.prefs.sync.security.tls.version.max default boolean true
services.sync.prefs.sync.security.tls.version.min default boolean true

Obr.2 — Mozilla Firefox



Google Chrome:

Kliknite na Alt + F a vyberte polozku Nastavenia,

) Prejdite nadol a vyberte polozku RozSirené nastavenia,

) Kliknite na Otvorit' nastavenia proxy servera,

) Vyberte kartu RozSirené (Advanced). Zobrazi sa zoznam podporovanych protokolov TLS a je potrebné
vybrat TLS 1.2.
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Fnglish (lInited Kingdom)

Jownloads

I ncation
C:A\Users\CMNINTPCO1\Downloads

(o 7 > %

[Semral | Secuity | Privacy. | Content | Commctions | Progiams | Advenced |

Scttings

[¥] Fnahle native XMI HTTP <iipport
[#] Ensble SmartScreen Filter

[T Enoblc Strict P20 validotion™

2l

[¥] Enable memory protection to help mitigate online attacks™ a

DLl gals 1 Eyues sy W siles you visilin Inlemnel E

] Use SSL 2.0
[7] use ssL 3.0

Use TLS 1.0
[¥] useTLs 1.1
[V] Use TLS 1.2

Ask where to save each tile before downloading

?rinting = Fate Addrecs miemateh ™ -
[F] Warn if changing between secure and not cecure mode | m ‘

. [Z] warn if POST submittal ia redirected to o zonc that doca nl—
Printers .

<« 0 | »

*Takes effect after you restart your computer

Googlc Cloud Print

[ Restore advanced scttings ]

You should only use this it your browser is in an unusable state.

Reset Internet Explorer settinas —

Reacts Internct Explorar'a acttinga to thair defoult
condition.

Accessibility

Add accessibility features
Open Chrome Web Store

system [ ox J [ ]
Obr.3 — Google Chrome
Opera:
1) Otvorte Operu,
2) Stlacte Ctrl + F12,
3) Vyberte Advanced (RozSirené),
4) Najdite polozku Security v menu a vyberte Security Protocols,
5) Preverte, ci je vybraty protokol Enable TLS 1.2.,
[ Preferences = P
I General I Formsl Search l chpagsl Advanced }
Tabs 'Sec ity P I 2 )
Browsing — S — —
Notifications
[] Enable SSL 3 "
Y | [Content Enable TLS1 "
Fonts
Downloads Enable TLS1.1 ( Details > > }
Programs
M Enable TLS1.2 ‘
History
" Cookies [ oK ][ Cancel ][ Help } '
Network T o
Storage [ Security Protocols... ]
Toolbars [ Trusted Websites... ]
Shortcuts
Auto-update Automatically install updates -
[ ok | cance | Hep |

Obr.4 - Opera



6) Stlacte OK,
7) Zavrite prehliada¢. Po znovuotvoreni uz bude funkény.

Apple Safari:

Neexistuju ziadne moZnosti pre zapnutie protokolov TLS1.2. Safari vo verzii 7 alebo vy$3ej podporuje TLS 1.2
automaticky.

Testovanie kompatibility prehliada¢ov

Ak chcete otestovat kompatibilitu prehliadaga, mozete navstivit nizSie uvedent adresu URL:
https://quickstream.westpac.com.au/quickportal/BrowserTlsVersionView

Ak prehliada¢ podporuje TLSv1.2, zobrazi sa nasledujlca sprava.

<« ¢ @ @ & Westpac Banking Corporation (AU)

\\ J } Quickstream

https://quickstream.westpac.com.au/quickportal/BrowserTisVersionView

Browser TLS Version

+  Your browser supports the latest encryption standards.

Steps for Resolution

Mo further action required.

Obr.5 — Prehliada¢ podporuje TLSv1.2

Ak prehliada¢ nepodporuje TLSv1.2, zobrazi sa v systéme Windows 7/10 s verziou IE 8.0 alebo nizSou
nasledujuca sprava.

& () = [ hitps//quickstream westpac.com.au/quickportal/BrowserThVersionView

~ £} Westpac Banking Corponation [AU] | #2 | X | | P 8ing P~
X Google - B
d Favorites | < @) Suggested Sites v 8] Web S - OQ [ » Control Panel » All Control Paneltems » System <[ 63| Search Cantrot Pane 7
M Browser TLS Version A =5 . -
Control Panel Home View basic information about your computer
Quickstream % Device Manager Windows edition
® Remote settings Windows 7 Professional
Copyright © 2009 Microsoft Corporation. All rights
% System protection Reirvad.

# Advanced system settings Service Pack1

Get more features with a new edition of Windows 7

Browser TLS Version

% Your browser needs to be updated to support the latest encryption standards. Your browser must support the encryption standard known as “TLS 1.2".

If you are in a corporate environment, you may need to contact your IT department. 2 | About Internet Explorer 2

Steps for Resolution @ l‘""‘"‘”" E I 8
nternet xplorer
Your browser does not support TLS 1.2. C
These browsers do support the latest encryption standards:
+ Install Google Chrome
- Install Mogilla Firefox

« Install Internet Explorer 11

If none of these are available for your computer or device you may need to first upgrade the operating system.

Technical Information

Your browser's user-agent is:

Done

Obr.6 — Prehliada¢ nepodporuje TLSv1.2

@ Intemet | Protected Mode: On v R100% v


https://quickstream.westpac.com.au/quickportal/BrowserTlsVersionView

Ked sa zobrazi chyba, na strdnke sa zobrazia Kroky na rieSenie. Nasledujice kroky vam pomdzu zmenit
nastavenia prehliadaCa alebo aktualizovat ho na novsiu verziu.
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